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A: APEC

. . D 1,'," y
Australia N / APEC Cross Border Privacy Rules (CBPR)

South Korea Peru Chile

. E “ « APEC CBPR based on APEC Privacy Framework.

Brunei . .. oqs
Darussalam  Malaysia  Philippines » Features 9 privacy principles: (1) Accountability (2)
Hong Kong Prevent Harm (3) Notice (4) Choice (5) Collection

* g Limitation (6) Use of PII (7) Integrity of PII (8)
> - Security Safeguards (9) Access & Correction.
China xi Singapore Russia

 Endorsed by 21 APEC economies.

. m - Promotes accountable & responsible transfers of PII

New Zealand betw APEC economies. Can apply for Certification.
Indonesia Thailand g * SG endorses CBPR for overseas transfers of PII.
-, * * Orgs in SG can transfer PII data to overseas certified |
. * *,* | recipient without meeting additional requirements. /

Papua New

. Japan Guines Vietnam




B: Baseline: SG

// g

PDPA 2012

- What'’s PII?
-* (1) Full name (2) NRIC/PPT No. (3) Pic/video of individual (4)

pdpesss- Mobile ph (5) Personal email (6) Thumbprint (7) Res addr
PERSONAL DATA

PROTECTION ACT g | " You can request to correct an error in your PII held by the

org. Primary org should correct the data & send it to specific
orgs which have received the PII from primary org.

UPDATED AS OF FEBRUARY 2021

Breach notification guidelines updated in March 2021.
Orgs must notify PDPC + state “CARE” response:
(a) Contain (b) Assess (c) Report (d) Evaluate.




C: Cutting Edge: GDPR




D: Data Framework
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1.1 Establish Data

Sharing Potential

and Value of Own
Data

1.2 Understand
Potential Data
Sharing Models

1.3 Consider
Engaging Data
Service Provider to
Facilitate Data
Sharing

TRUSTED DATA SHARING FRAMEWORK
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2.1 Determine
if Data Can Be
Shared

3.1 Prepare Data
for Data Sharing

3.2 Understand
2.2 Establish Data Technical
Sharing Agreement Considerations for

Data Sharing
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INFOCOMM
MEDIA
DEVELOPMENT
AUTHORITY

PART 4:

4.1 Ensure
Transparency and
Accountability

4.2 Monitor
Ongoing Legal and
Regulatory
Obligations

4.3 Use of Data for
Secondary Purpose

4.4 Understand
Considerations for
Retention and
Disposal of Data




111
|
—

E: Ethics

Al Ethics &
Governance
BoK (Body of
Knowledge)

https://ai-ethics-
bok.scs.org.sg/

30 Authors.
25 Reviewers.
25 Case Studies.

e 22 Chapters.
07 Sections.

Some Prominent
Contributors:

Mr S. Iswaran.

Mr VK. Rajah.

Dr Yaacob Ibrahim.
Dr Tan Eng Chye.

Dr Subra Suresh.

Dr Yeo Khung Keong.
Dr James Yip.

Mr Yeong Zee Kin.
Dr Chong Yoke Sin.

|




F: Final Slide




